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B cootBerctBHe ¢ TpeboBanusmu [lonoxenus banka Poccun ot 17.04.2019 Ne 684-11 «O6
YCTQHOBJICHHH O0S3aTENbHBIX S HEKPEOUTHBIX (UHAHCOBBIX OpraHu3aluil TpeOOBaHWH K
00eCreyeHn o 3aIuThl WH(GOPMAIMK MPH OCYLIECTBICHUU JESITEIBHOCTH B cepe (UHAHCOBBIX
PBIHKOB B IIEJISIX MPOTUBOJCHCTBHS OCYIIECTBICHUIO HE3aKOHHBIX (pMHAHCOBBIX omepauuity OO0
«PYCb KAIIUTAJI» (nanee no texcry - Opranusanus) JOBOAUT 10 Bamiero cBeeHus: OCHOBHbIE
PEKOMEH/IAIMHU TI0 3aluTe MH()OPMAIMK OT BO3JEHCTBHUSA MPOrPAaMMHBIX KOJOB, MPUBOISIMINX K
HApyIIEHUIO MITaTHOTO (PYHKIMOHUPOBAHUS CPEICTB BBIYMCIUTEIBHON TEXHUKU (BPEIOHOCHBIN
KOJ1), B LIEJIAX MPOTUBOICHCTBHS HE3aKOHHBIM (DUHAHCOBBIM OTIEPALIUSIM.

Pexomenpanuu mno cobmtoeHn0 MHGOPMAIMOHHONW 0e30MacHOCTH (COBOKYITHOCTH MEp,
MPUMEHEHUE KOTOPBIX HAIPABJICHO HAa HEMOCPEACTBEHHOE OOecleueHue 3aluThl WH(pOopMammu,
MIPOLIECCOB, PECYPCHOTO M OPraHMU3AIlMOHHOTO O0ecredyeHHs, HEOOXOAUMOro AJis MpPUMEHEHUS
yKa3aHHBIX Mep 3amuThl (3aech u nanee TepmuHbl U3 'OCT P 57580.1-2017) He rapaHTUPYIOT
obecrnieueHre KOHPUACHIIUAIBHOCTH, LIEJIOCTHOCTA U JOCTYIHOCTH MH(OpPMALMK, HO TIO3BOJISIOT B
[EJIOM CHHU3UTh PHUCKH HMH(POPMAIIMOHHOW O€30MaCHOCTH M MHUHMMH3UPOBATH BO3MOXHBIC
HETraTUBHBIE MOCIEICTBUS B CIIy4ae UX pealu3allHi.

B mensx cHWXeHMs pHUCKAa peaju3alMd WHIUJIEHTOB HH(POPMALMOHHOW 0€30MacHOCTH
(TOCT P 57580.1-2017) — HexenaTeIbHbIC MM HEOXKHUIAHHBIC COOBITHS 3allUThl MH(GOPMAIUH,
KOTOpblE MOTYT IPUBECTH K PHUCKY HapyLICHHUs BBINOJHEHHUs OW3HEC-IPOLecCcOoB (KIMEHTA),
TEXHOJIOTHYECKAX MPOIECCOB OpraHM3aluu W (WIM) HApYIIHUTh KOH(PHIECHIMAIHHOCTD,
LEJIOCTHOCTB U JIOCTYITHOCTh UH(OPMALIUHU BCIIEACTBUE!

e HECaHKIMOHMPOBAHHOIO JlocTymna K Bamiell nuHpopmanuu nunamu, He 001aJaroliuMu

IIPaBOM OCYIIECTBJICHHUS 3HAYUMBIX (KPUTHYHBIX) ONepanuii (B T.4. PMHAHCOBHIX);

e [oTepu (XULIEHMS) HOCUTEJEH KIII0oUel 3JIEKTPOHHOM MOANKUCH, C UCIIOIb30BaHUEM
KOTOPBIX, OCYIECTBISIOTCS KPUTHUHBIE ((PMHAHCOBBIE) OIEPALIUY;

® BO3JEHCTBUS BPEIOHOCHOTO KOJIa HA YCTPOMCTBA, C KOTOPBIX COBEPIIAIOTCS KPUTUYHBIE
(puHaHCOBBIE) OnEpanuy;

® COBEpLIEHUS B OTHOIIEHWU Bac MHBIX MPOTUBOIIPaBHBIX IEUCTBUM, CBS3aHHBIX C
MH(}OPMAIIMOHHON 6€30MaCHOCTHIO.

Pexomenayercst cobmogath psii OpOoQHIAKTHYECKUX MEpPONpPUATHI, HANpaBICHHBIX Ha
MOBBIINIEHNE  YPOBHSA WH(GOPMAIIMOHHOH  OE30MacHOCTH TPH  KCIOJIb30BAaHUH  OOBEKTOB
uHpopMaTu3alui  (COBOKYITHOCTH OOBEKTOB, PECYpCOB, CpPEACTB M CUCTEM O00pabOTKU
uHpOpMalMK, B T.4. aBTOMATU3WPOBAHHBIX CHCTEM, HCIOIB3YEMBIX JJIs oOecredeHus
uHpopmartuzanun ouzHec-mpoueccoB ('OCT P 57580.1-2017) Opranuszanuu.

BHumarensHO M3yuuTe JOTOBOp, MPUIOKEHHS K JIOTOBOPY W WHBIE JTOKYMEHTHI, CBSI3aHHBIC C
UCIIOJTHEHUEM JIOTOBOPa, O3HAKOMBTECh C pa3[ellaMH, TOCBSIICHHBIMH HH()OPMAIMOHHON
6€301aCHOCTH/KOH (DU ACHINAIBHOCTH.

1) Tlpu ocCymIeCTBICHUM KPHUTHYHBIX ((UHAHCOBBIX) OINEpALMil CJEIyeT NPHHUMATh BO
BHUMaHUE PUCK TMOJIY4YEHHs] TPETHbUMH JIMIAMH HECAHKI[MOHHPOBAHHOTO JOCTYyNa K
3alMIaeMol MHPOPMALIMHU C 1EJIbI0 OCYIIECTBICHHUS (PMHAHCOBBIX ONEpalnuil JUlaMu, He
00JafalomMy  MIPaBOM HMX OCYIIECTBJICHUS, TaKHE€ PUCKH MOTYT OBbITb OOYCIIOBIIEHBI
BKJIIOUAs1, HO HE OIrPaHUYMBAsCh CIEAYIOIMMYU IPUMEPAMHU:

a. Kpaxa mapons u wuaeHtudukatopa AOCTyHna WIM HMHBIX KOH(QUACHIIUAIBHBIX
nanublx, Hanpumep, CVVACVC Homepa KapThl, KIIOYEH 3JIEKTPOHHOU
NOANUCH/ITH(PPOBAHUS TIOCPEICTBOM TEXHMUYECKUX CPEACTB W/WIN BPEIOHOCHOTO
KO/a; M UCIOJb30BaHUE 3JI0yMBIIUICHHUKAMU YKa3aHHBIX JaHHBIX C JpYyTux
YCTPOUCTB JUIsl HECAHKITHOHUPOBAHHOTO TOCTYTIA;
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b. VcranoBka Ha  yCTpOWCTBO  BpPEIOHOCHOTO  KOJA, KOTOPBIA  IO3BOJHT
3JI0YMBIIJICHHUKAM OCYIIECTBUTh KPUTHUYHBIE ONepaluu oT Baniero uMeHu;

€. Hcnonp3oBaHUS 3I0YMBINIICHHHKOM YTEPSTHHOTO WM YKpajaeHHoro tenedona (SIM
kapThl) mist monydeHuss CMC Ko/10B, KOTOpbIE MOTYT MMPUMEHAThCS Opranu3aiueii B
Ka4yecTBE JIOMOJHUTEIbHON 3allUThl JJs HECAHKIMOHUPOBAHHBIX (PUHAHCOBBIX
orepanui, YTo MO3BOJIUT UM OOOMTH 3aILUTY;

d. Kpaxka wuiaM HECAaHKIMOHUPOBAHHBIN JIOCTYNl K YCTPOMCTBY, C KOTOporo Bbl
HOJIb3yeTech yciyramu/cepsucamu OpraHusaluy JJis HOJTYYEHUs AAHHBIX W/HUIH
HECaHKLMOHUPOBAHHOIO JOCTyMa K cepBucam OpraHusaniu ¢ 3TOro yCTpOMWCTBa;

e. Ilomyuenwe mapons u wuaeHtupukatopa nocryma w/wim koma u3 CMC w/mmm
KOJIOBOTO CJIOBAa M IPOYMX KOHQHUAEHIHMAIBHBIX JAaHHBIX, B T.4. MAaCHOPTHBIX
JTAHHBIX, HOMEPOB CUETOB U T.J[. IIyTeM OOMaHa W/MJIH 3JI0yIOTPEOICHHs JOBEpUEM,
KOIZla 3JIOYMBIIUIEHHUK IPEACTaBIAETCS COTpyAHUKOM OpraHusanyv —WIN
TEXHUYECKUM CIELUAIMCTOM HIIM HCIOJIb3YyeT HMHYHK JIETeHIy U npocur Bac
COOOLIUTh €My 3TH CEKPETHbIE JaHHbIC, WM HAIPABISIET MOAJEIbHbIE COOOIICHUS
10 AJIEKTPOHHON MOYTE WUJIM MUCHMO 10 OOBIYHOW MOYTE C MPOCHOON NMPENOCTaBUTh
UHPOPMALIMIO MM  COBEPLIUTHh JACHCTBUE, KOTOPOE MOXKET IPHUBECTH K
KOMIIPOMETALUH YCTPOMCTBA;

f. TlepexBaTa 9JEKTPOHHBIX COOOINCHUI ¥ TONYYCHUsS] HECAHKIHUOHUPOBAHHOTO
JOCTYIa K BBITUCKAM, OTYETaM M Mpoded (uHaHCOBOH mH(popMmarmu, eciau Bama
3JIEKTPOHHAs M0YTa UCHOIb3YyeTCs A1 MHPOopMalmoHHoro oomMeHa ¢ Opranuzanueit
WM, B Clydae IIOJIy4eHHUs JAOCTyna K Balledl DSJEKTPOHHOM II0YTe, OTIpPaBKa
cooO1IeHnH OT Bamero MMeHu B Opranusaluio.

2) Jlist CHYDKeHUS pUcKa (DUHAHCOBBIX MMOTEPb:

a. OOecrieubTe 3alIUTy YCTPOHCTBAa, € KOTOoporo Bbl mosib3yerech yciyramu
Opranuzanuy, K TakdM MepaM BKJIIOYas, HO HE OrPaHWYMBAsCh MOTYT OBITh
OTHECEHBI:

e llcionb30BaHNe TOJIBKO JIMIEH3MOHHOI'O MPOTPaMMHOr0 obecreueHus,
MOJTy4YE€HHOT'O U3 IOBEPEHHBIX HCTOYHUKOB;

e 3anpeT Ha YCTAaHOBKY IIPOrpaMM M3 HEMPOBEPEHHBIX HCTOUYHUKOB;

e Hamuuue cpencTBa 3alMThl, TAKUX Kak: AaHTUBUPYC (C PperyispHO H
CBOEBPEMEHHO OOHOBIIIEMbIMH 0a3aMu ), IEPCOHATILHBIN MEXKCETEBOM IKpaH;

e Hactpoiika mnpaB JocTynma K YCTPOMCTBY C ILEJNbK MPEAOTBPALLICHHUS
HECaHKLMOHUPOBAHHOTO JOCTYTIA;

e XpaHeHHe, HCII0JIb30BaHHE YCTPOMCTBA C IENIbI0 M30€XKaTh PUCKOB KpPaxH
U/WIH yTEepu;

e CBoeBpeMeHHbIE OOHOBJICHUS ONEPALMOHHON CHUCTEMbI, OCOOEHHO B YacTH
oOHOBNeHMH Oe3omacHocTH. VIMelTe B BUAY, UYTO OOHOBJIEHHUS CHIDKAIOT
PUCKM  3apa)K€HUS BPEAOHOCHBIM KOJIOM. 3JIOYMBIIIJIEHHUKH  YacTo
HCIIOJIb3YIOT CTapble ySI3BUMOCTH;

e AKTHBaIMs IAPOJIbHON MIIM MHOM 3aIlUTHI ISl 1OCTyIa K YCTPOHCTBY.

b. Ob6ecneubTe KOHDUICHINATBHOCTB:

e XpaHute B TailHE ayTeHTHU(UKAIMOHHBIE/UACHTU(DUKAIIMOHHBIE TaHHBIE U
KITI0YeByr0 MH(popmanuoo, moimydeHHble oT Opranuzamuu: mnaponu, CMC
KOJbl, KOJIOBbIE CJIOBA, KIJIIOUM 3JIEKTPOHHOW moinucu/mudpoBaHus, a B
clly4ae KOMIPOMETAIMH HEMENJECHHO MPUMUTE MEphl IS CMEHBI W/WUIN
OJIOKMPOBKH;

e CoOiroiaiiTe MPUHIUI Pa3yMHOTO PACKPBITHS HH(POpMamuu o HOMepax
CUCTOB, O BalllMX MACTIOPTHBIX JAHHBIX, O HOMCpaX KPCAUTHBIX U ILCGCTOBBIX
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kapt, 0 CVC\CVV xopnax, B ciy4ae eciu y Bac 3ampammBaroT ykazaHHYIO
uHpopManuio, B HpuBsA3Ke K cepBucaM OpraHuzanuy MO0 BO3MOXKHOCTH
OLICHUTE CHUTyallMI0O M YTOYHHUTE IMOJHOMOYHUS U MPOIENypy uepes
HE3aBHCUMBIH KaHaJl, HalpuMep, yepes Tenedon OpraHn3anum.

c. IIposBusiiTe OCTOPOKHOCTH U IIPELYCMOTPUTEIBHOCTD:

e by/bTe OCTOPOXKHBI NPH IOJyYEHUH JIEKTPOHHBIX IHUCEM CO CChUIKAaMHU U
BJIO’KEHUSIMH, OHM MOTYT IIPMBECTH K 3apakeHHI0 Bamiero ycrtpoiicTBa
BPEIOHOCHBIM KOJIOM. BpenoHocHBIN koA, nonas k Bam yepe3 3nekTpoHHY10
MOYTY WM MHTEPHET CChUIKY Ha CAWT, MOXKET MOJYYHUTh JOCTYI K JHOOBIM
JTAaHHBIM 1 MH(QOPMALMOHHBIM cHcTeMaM Ha BaieMm ycTpoiicTse;

e BHuMmarenbHO NIpoBepsiTe ajpecara, OT KOTOPOIO MPHUIUIO 3JIEKTPOHHOE
NUCbMO.  BXopsiiee — 9J€KTpOHHOE  NMHUCBMO  MOXET  OBITb  OT
3JI0yMBIIIJIEHHUKA, KOTOPbIM Mackupyercss moj OpraHuzanuio WIH HHBIX
JIOBEPEHHBIX JIULL;

e bybTe OCTOPOKHBI IPHU MPOCMOTpe/paboTe ¢ MHTEPHET-CAliTaMHu, TaK Kak
BPEIOHOCHBIHM KOJI MOXKET OBITh 3arpy>KeH ¢ caiiTa;

e by/ibTe OCTOPOKHBI C (haillaMi U3 HOBBIX UM HENPOBEPEHHBIX UCTOYHHKOB
(B T.4. apxuBBI ¢ mapoiieM, 3ammudpoBaHHBIC (alIBI/apXUBBI, T.K. TAKOTO
pona aiinsl He MOryT ObIThb mpoBepeHbl aHTUBUpYyCHbIM [IO B
ABTOMAaTHYECKOM PEKHUME);

e He 3axonuTte B CUCTEMBI yAAIIEHHOIO JOCTYyNA C YCTPOMCTB, KOTOpBIE BbI HE
KoHTpoaupyere. Ha Takux ycTpoiicTBax MOXET OBITh BPEAOHOCHBIH KO,
coOMparoImMii Tapoad W WIACHTU(DHUKATOPHI JOCTYNa WM CIOCOOHBIN
HOJMEHUTH OIEPaIHIo;

e CrnenuTte 3a uHpopmanueil Ha caiite OpraHu3anuu 0 MOCIETHUX KPUTHYHBIX
YSI3BUMOCTSIX U O BPEJJOHOCHOM KOJIE;

e OcyuiecTBisiiite 3BOHOK B OpraHus3aiio TOJBKO MO HOMEpY TeiedoHa,
yKa3aHHOMY B JIOTOBOpE WM Ha oduimaibHoMm caite Opranuzamuu. U
uMeiTe B BUJLy, 4TO OT Juia OpraHu3aiiy He MOTYT MOCTyIaTh 3BOHKH WM
cooliieHusi, B kotopbix oT Bac TpeOytor mepemars CMC-koa, maposib,
HOMEp KapThl, KOJOBOE CJI0BO U T.JI. KoJioBOE C10BO MOXKET OBITH 3aIIPOIIEHO
TOJIbKO, eclii Bbl camu nmo3BoHmM B Opranuzaiuio;

e lmeiite B By, 4TO, €cii BBl nepenaete Bam tenedoH u/umm ycTpoilcTBO
JPYTUM NOJIb30BATENSAM, OHM MOT'Y YCTAHOBUTBH Ha HETO BPEJLOHOCHBIN KOJ, a
B Cllyyae KpakM WJIH yTepHU 3JIOYMBIIIEHHUKHA MOTYT BOCIOJIb30BaThCS UM
JuId Joctyna K cuctemMaM OpraHuszalyy, KOTOPBIMH IOJb30Baiuch Bel. B
CBSI3M C 3TUM IIpH yTepe, Kpaxe Tenedona (SIM kapTel), HCIOIB3YEeMOTro s
nonydyeHuss CMC konoB wiaM JOCTya K CHUCTEMAaM OpraHM3aluu C
MoOuiapHOrO MpHIOKEHUs: 1) He3aMeIIUTEeNbHO NPOUHPOPMHUPOBATH
Opranu3anuio yepe3 KOHTaKTHBIM TenedoH, 2) 1enecooOpa3HO IO
BO3MOXXHOCTH OIEPAaTUBHO C YYETOM MPOYHUX PHUCKOB M OCOOEHHOCTEH
ucnonb30BaHus Barero tenedoHa 3a0ioKkupoBaTh M MepeBbITycTUTh SIM
KapTy, a TaKk)Ke CMEHUTh MapoJib B MOOUILHOM MPUIIOKEHNU;

e [I[py  momo3peHMM  Ha  HECAHKIMOHHWPOBAHHBIM  JOCTYyHn  W/MIU
KOMITPOMETAIUIO yCTpOHCTBa HE00X0AUMO CMEHUTH apob,
BOCMOJIb30BAaBUINCh  JIPYTUM  JIOBEPEHHBIM  YCTPOWCTBOM  W/WIK
3a0JI0KUpOBaTh JOCTyN, oOpartuBmMch B OpraHuzanuio, B OTHOLICHUU
KIIFOYEBOM MH(pOpMAIUK, €CIU 3TO YMECTHO JUIsl Ballel yCIyrM — OTO3BaTh
CKOMIIPOMETHPOBAHHBIA KIIOY 3JEKTPOHHOH moanucu/mudpoBaHus, B
COOTBETCTBUM C IpaBHJIAMH, OTPAXXEHHBIMH B JIOTOBOPE, MPHIIOKEHHSIX K
JIOTOBOPY U MHBIX JOKYMEHTAX, CBSI3aHHBIX C UCIIOJIHEHUEM JJOTOBOPA;
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e [ToMHHUTE, YTO HATMYHUE «ITATOHHOW» PE3EPBHON KOIMMH MOXKET OOJIETYUTh U
YCKOPHUTb BOCCTaHOBJICHHE Bamiero ycrponcrsa;

e Jlyumie Bcero WCHONB30BaTh I (DMHAHCOBBIX OIEpaluil OTAEIbHOE,
MaKCHUMAaJIbHO 3allUIIEHHOE YCTPOMCTBO, JOCTYIl K KOTOPOMY €CTh TOJIBKO y
Bac;

e KonTtposupyiite cBoit TenedoH, ucrnonab3zyemsblii 11 noiaydenus CMC ko10B.
B cnyuae Bbixoma u3 crposi SIM KkapThl, He3aMeIJIUTEIHHO OOpaIanTech K
COTOBOMY OIIEpaTOpy UIsl yTOUYHEHUS IPUYHMH U BOCCTAHOBIJIEHUS CBS3H.

d. Ilpu pabore ¢ KIFOYaMHU JIEKTPOHHOH MOIITHCH HEOOXOIMMO:

e lcrionbp30Barhk I XPaHEHHs KIIOYEH 3JIEKTPOHHOM IIOAIMCH BHEIIHHE
HOCUTENIM, HACTOSTEIbHO PEKOMEHJYEeTCS HCIOJIb30BATh CIELHAIbHbIC
3alUIIEHHBIE HOCUTENINM KIII0YeBOW HH(opManuu (KII0YEBbIE HOCHTENH),
Hanpumep: e-token, cMapT-KapTa U T.IL.;

e KpaiiHe BHMMAaTEJIbHO OTHOCHUTBHCS K KJIIOUEBOMY HOCHUTENIO, HE OCTaBJIAThH
ero 0e3 MpUCMOTpa U HE MEpelaBaTh TPETHUM JIMLAM, U3BJIEKAaTh HOCUTEIN
U3 KOMIIBIOTEPA, €CJIM OHHU (KJIHYEBble HOCUTENM) HE HCHOIb3YIOTCSA JUIS
paboThI;

e lcrionb30BaTh CI0XKHBIE MAPOJIM AJIS BXOJA HA YCTPOMCTBO U JJIs OCTyMa K
KJIFOYaM 3JIEKTPOHHOM MOJIUCH/KIIFOYEBBIM HOCUTENSIM, HE XPaHUTh MapOJIH
OTKPBITOM BHJI€ HAa KOMITBIOTEPE/MOOMIIBHOM YCTPONCTBE.

e. Ilpu pabore Ha KOMIBIOTEPE HEOOXOTUMO:

e llcrionb30BaTh JIMIIEH3MOHHOE MPOTpaMMHOE obecreueHue (OrepanroHHbIe
CUCTEMBI, O(DUCHBIE MMAKETHI U T.1.);

e CBOEBPEMEHHO YCTaHABJIMBATh AaKTyaJbHble OOHOBJIEHHUS O€30MacCHOCTU
(oneparioHHbIE CUCTEMBI, O(UCHBIE NTAKETHI U T.11.);

e llcionb30BaTh aHTHBHPYCHOE NPOTrPaMMHOE OOecledeHue, peryssipHo
OOHOBJISITH AHTUBUPYCHBIE 0a3bI;

e cnonp30BaTh creqUan3upOBaHHBIE TPOTPAMMBI JIJIS 3aLIUTHI HH(OpMaUU
(mepcoHalbHBIE ~ MEXKCETEeBble  OKpaHbl M CpEeACTBA  3aIUTHl  OT
HECaHKIIMOHMPOBAHHOI'O JOCTYIa), CpPEACTBa KOHTPOJIS KOHQUrypauuu
YCTPOWCTB;

e lIcnionp30BaTh CIOXHBIE TAPOJIN;

e OrpaHn4YuTh  JIOCTY K  KOMIBIOTEPY, HCKIIOYUTh  (OTPAaHUYUTH)
BO3MOXXHOCTh JMCTAHLIMOHHOTO TOAKIIOYEHUS K KOMIIBIOTEPY TPEThUM
JULAM.

f. Tlpu pabote c MOOHIBHBIM MPUIIOKEHHEM HEOOXOIUMO:

e He ocraBisare cBoe MoOWiIbHOE YCTpOHCTBO 0€3 MpHCMOTpa, YTOOBI
VCKIIFOUYHTH HECAaHKIIMOHUPOBAHHOE HCIIOJIb30BaHNE MoOuapHOTO
IIPUIIOKEHUS;

e lcnionb30BaTh TONBKO OpuIanbHble MOOUIIbHBIE TPUIIOKEHHMS,

e He nepexoauTh Mo cchulKaM U HE YCTaHABJIMBATh MPHIIOKEHUS/OOHOBIECHUS
6e3omacHocTH, npumeame B SMS-coobmmenuu, Push-yBenomnennn nim no
3JIEKTPOHHOM 1OYTE, B TOM 4HCIIe OT MeHU Opranusanuu;

e YcTaHoBUTh Ha MOOMIIBHOM yCTpPOICTBE Maposib AJIsi 1OCTyIa K yCTPOMCTBY
U IIPWIOKEHUIO.

g. IIpu obmene nnpopmanueii uepes cetb MIHTEpHET HEOOXOIUMO:



e He OTKpbIBaTh MUChbMa M BJIOXKEHHUS K HHUM, IOJYYCHHBIC OT HEM3BECTHBIX
OTHpaBHTeHCﬁ 10 BHCKTPOHHOP'I o4Te, HC NEPCXOAUTDh MO COACPIKAIIUMCA B
TaKUX MHAChMAaX CCBUIKAM;

e He BBOAWTH NEPCOHATBHYIO MHPOPMAIMIO Ha IOAO3PUTEIBHBIX CaTaXx M
JpYTUX HEU3BECTHBIX BaM pecypcax;

° OI’paHI/I‘II/ITb IIOCCIICHUA CaliTOB COMHHUTEIBHOTO COACPpIKaHUA,

e He coxpaHsTh maposiu B MaMsATH WHTEpHET-Opay3epa, eciid K KOMITBIOTEPY
€CTh JIOCTYII TPETHUX JIUII;

e He HaxuMaTh Ha OaHHEPHI M BCIUIBIBAIOIINE OKHA, BOSHUKAIOIINE BO BPEeMs
paboThl ¢ ceTbto MHTEpHET;

e He oTkpeiBaTh (Qailibl TOMydeHHBIC (CKauyaHHBIC) W3 HEM3BECTHBIX
HUCTOYHHKOB.

[Ipyn mogo3peHur B KOMIIPOMETALMU KIIOYEH 3JIEKTPOHHON mnoamucu/mudpoBaHus WK
HECAHKIMOHMPOBAHHOM JBMKCHHH IICHHBIX OyMar, IEHEKHBIX CPEACTB WJIM HWHBIX (DHHAHCOBBIX
AKTHBOB HEOOXOJUMO He3aMeUIUTeIbHO oOpamarscs B OpraHu3zaiuio.



